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As vehicles have progressed, more and 
more systems designed to assist the 

driver have been developed. These have 
improved vehicle safety, and have provided 
benefits to the overall driver experience. But 
these systems have come with some complex 
diagnostic issues, and a poor understanding 
of what can and can’t be done to the vehicle, 
without interfering with the performance of 
these systems.
	 A recent call to the Technical Helpline is 
just one good example of how these systems 
can be affected by a seemingly innocent 
modification, with some complex results.
	 A 2019 Mercedes CLA, C118, was 
presented to the technician with a fault in the 
DISTRONIC system, an active cruise control 
system that helps drivers maintain a safe 

distance behind 
the vehicles in 
front of you. The 
fault, C174A, was 
present, indicating 
a fault with the 
calibration of the 
DISTRONIC module 
being outside of the 
permissible range. 
This unit is mounted 
behind the front 
grille, and is used 
to monitor objects 
in front of the 
vehicle. This data 

is used for active braking and automatic cruise 

control. The vehicle had 
already been to several 
workshops trying to 
resolve the issue, but none 
had resolved the fault.
	 One of the possible fault causes was 
that the sensor was dirty, but cleaning did not 
successfully clear the fault. It is also important 
to note that once the unit is disturbed, it will 
require recalibration with dedicated ADAS 
equipment.
	 After questioning the customer, it 
transpired he had just bought the car several 
days before. During the test drive, he had no 
issues. He asked the seller to fit a black grille 
before the sale. When he collected the vehicle, 
the grille was now all black. Within a few days, 

the fault appeared.
	 Armed with this information, we took a 
close look at the grille. Rather than replacing 
the grille they had painted it, and this had 
given rise to the sensor “Dirty” code. Also, by 
removing the DISTRONIC unit to clean, it had 
also created the need to recalibrate, using 
dedicated ADAS equipment.
	 We have seen this problem several other 
times on a variety  ofvehicles that have 
had the grilles replaced with after-market 
components that are not designed for 
models fitted with Radar Cruise sensors. 
The density of the plastic in the grille is an 

important consideration, as is also any 
paint or coating, as these sensors need to 
see through the grille unobstructed.

Just one coat…Blinding a Mercedes radar unit

The grille was painted black, disturbing the 

DISTRONIC unit function

The DISTRONIC unit is located behind the grille

Modern cyber security and dealing with Secure Gateway Modules

As vehicles have more security sensitive 
systems incorporated into them, 

manufacturers have started to implement 
systems to secure them against unwanted 
access. Since around 2018, the Fiat Lancia 
Chrysler group introduced a Secure Gateway 
Module (SGW) into their vehicles. This 
prevented unwanted access to their systems. 
Workshops still had access to fault code reading 
for diagnostic testing, but are unable to delete 
faults or perform any adaptions or resets. This 
also included a basic service reset procedure, 
after maintenance work has been carried out. 
We often get calls asking why their diagnostic 
equipment will not perform basic deletion 
adaptions or resets on these 2018 and onwards 
vehicles.
	 We can see the need for this level of 
security against any form of cyber-attack 

into sensitive fly-by-wire systems, but there 
needs to be a level of access for independent 
workshops to continue with their diagnostic 
services, and even basic reset functions after 
repairs or maintenance. This is possible, but it 
requires the workshop to register with the scan 
tool manufacturer for a right of access. This is 
normally a paid service added 
to the tool software 
subscription. Up to 
now, only certain tool 
manufacturers have this 
right of access.
	 Fortunately, there is an 
alternative way to bypass 
the SGW module on Fiat 
Chrysler vehicles. A bypass 
lead has been produced that can be plugged 
in to perform the resets and programming, 

and then used to replace the module after the 
work is completed.
	 But as more manufacturers are moving 
over to Secure Gateway Modules, there may 
be a need for more research into methods of 
bypassing this level of vehicle security. This 
will work until they implement new, and more 

inventive ways to secure 
their systems.
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especially Tim, are very knowledgeable and can 
usually provide a different direction / approach 
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Tim Stock

One solution is to use 
a lead to bypass the 
Secure Gateway Module




